Topics to be Covered

E-Commerce
a) Model Law of E-Commerce

b) Online Contracting
¢) Jurisdiction Issue in E-Commerce
d) Digital Signature/Electronic Signature

e) E-payment, E-Banking

For further query
You can contact us on:
Whatsapp: +919354560572

Or you can follow us on Instagram at : Do MyWork



Legal Recognition of Electronic Records and Signatures

The legal recognition of electronic records and signatures is a foundational principle of the
UNCITRAL Model Law on Electronic Commerce. It asserts that electronic documents,
including emails, PDFs, or any other form of digital communication, have the same legal standing
as traditional paper-based documents, provided certain conditions are met. This ensures that e-

commerce activities are legally binding and enforceable.

Key elements:

e Equality of Electronic_.and Paper Records: This provision guarantees that electronic
records can be used in place of paper documents for legal transactions. It removes any legal
barriers for using electronic. means in place of paper documentation, facilitating online
agreements, contracts, and transactions.

e Acceptance in Legal Proceedings: Just as a physical document can be presented in court
as evidence, an electronic record, such as an email or PDF, can be accepted as evidence in

legal proceedings, provided that its integrity and authenticity can be assured.

The legal recognition of electronic signatures ensures that digital methods of signing (such as
typing your name, clicking a checkbox, or using a digital signature) are treated the same as
handwritten signatures. It is essential for the enforcement of online contracts, such as agreements

made during online shopping or employment contracts.

2. Information Security

Information security provisions in the Model Law aim to protect the integrity of electronic

records and ensure that the data cannot be tampered with without detection. This is vital for



maintaining trust in e-commerce transactions and for ensuring that electronic communications are

reliable.

Key elements:

o Integrity of Electronic Records: The law ensures that once a document is created or
signed, its content cannot be altered or tampered with unless changes are properly
documented. This is particularly important for contracts and agreements where any
changes can have significant legal consequences.

o Authenticity and Non-repudiation: Information security provisions also ensure that the
identity of the sender and the integrity of the message can be verified. This means that the
sender cannot later deny having sent the message (non-repudiation). Digital signatures and
encryption techniques are commonly used to secure this authenticity.

e Secure Communication: The law often requires that e-commerce communications,
especially those involving personal, financial, or sensitive data, should be transmitted

securely using encryption protocols to prevent.interception by third parties.

In practice, this means that e-commerce platforms need to implement secure communication
channels such as HTTPS, TLS, and other encryption methods to ensure that customer data remains

private and protected from unauthorized access.

3. Electronic Contracting

Electronic contracting refers to the creation, formation, and execution of contracts through digital
means. The Model Law of E-Commerce provides clear guidelines for the formation of electronic

contracts, ensuring they are legally recognized.

Key elements:

o Offer and Acceptance: The law establishes that contracts can be formed online just like
traditional contracts. It provides guidelines for making offers and accepting them in an

electronic form. For instance, an offer can be made by clicking on an item in an online



store, and the acceptance may occur when the buyer confirms the order and proceeds to
payment.

e Clarity on Terms and Conditions: Online contracts require that the terms and conditions
of the contract be clearly displayed, ensuring that the buyer fully understands what they are
agreeing to before making a purchase or entering into an agreement. Websites usually
provide a checkbox (e.g., "I agree to the terms and conditions") as an electronic acceptance
of the contract terms.

o Binding Nature: Just as verbal agreements or paper contracts are legally binding,
electronic contracts are enforceable if they meet certain conditions. For instance, if an
online seller offers a product and a buyer accepts the offer by making payment, an
electronic contract is formed, and both parties are obligated to perform their respective
duties (delivery and payment).

o Automated Contracts: The Model Law also covers situations involving automated
contracting, such as transactions ‘carried out by automated systems without human

intervention (e.g., algorithms automatically executing trades).

4. Liability and Enforcement

The liability and enforcement provisions address the legal responsibilities of parties in e-
commerce transactions, as well as the mechanisms for enforcing these rights and obligations.
These provisions help ensure that parties in an e-commerce transaction are held accountable for

their actions.

Key elements:

o Liability of Service Providers: The Model Law defines the liability of intermediaries,
such as internet service providers, web hosts, and other e-commerce platform operators.
They are generally not held responsible for the content or transactions conducted by users
unless they have knowledge of the illegal activity or fail to act after receiving notice.

o Dispute Resolution: The law encourages the use of alternative dispute resolution

mechanisms, such as mediation or arbitration, in case of disputes between parties



engaged in e-commerce transactions. This allows for quicker and less costly resolutions
than traditional litigation.

e Consumer Protection: Provisions are made to protect consumers in the e-commerce
space, especially given the risks of fraud, misrepresentation, and non-performance by
sellers. This may include the right to return products, the right to privacy, and other
protections.

o Enforcement of Rights: If one party fails to fulfill their contractual obligations, the Model
Law provides mechanisms for enforcing the contract. This includes secking legal recourse
in courts or using alternative methods like arbitration, as agreed by the parties in their

electronic contract.

In practice, this means that consumers can take action against sellers who fail to deliver goods or
services as promised, and e-commerce businesses can take legal action against customers who fail

to make payments or breach contract terms,

Online Contracting

Online contracting refers to the process of forming a legally binding agreement over the internet,
such as between buyers and sellers on e-commerce platforms. With the rise of digital commerce,
the ability to form valid contracts online has become crucial, and understanding the core

components of these agreements ensures that transactions are legally enforceable.

Here are the key aspects of online contracting:

1. Offer and Acceptance

In an online contract, the offer is typically made by the seller (or service provider) on a website,
app, or other digital platform. For example, an online store may list a product with a price and

provide an option to add it to the cart or click "Buy Now"'.

o Offer: The seller’s advertisement or product listing constitutes an offer to sell goods or

services under specified terms.



e Acceptance: The buyer accepts the offer by performing an action that signifies agreement,
such as clicking a button, completing a purchase, or entering payment details. This action

confirms the buyer’s intent to be bound by the terms presented by the seller.

In some cases, an automatic system might send an order confirmation email or acknowledgment

upon acceptance, reinforcing that the contract has been formed.

2. Consideration

Consideration refers to the value exchanged between the contracting parties. In an online contract,

this typically involves the payment of money in exchange for goods or services.

e For buyers: Consideration is the money they pay for products or services.
e For sellers: Consideration is the goods or services provided to the buyer in exchange for

the payment.

In the digital world, this can also extend to intangible goods, such as subscriptions to digital
content, software, or services. Importantly, for a contract to be valid, there must be an exchange of

value. This is one of the core principles of contract law.

3. Legality

An online contract must involve a legal object and comply with applicable laws. The terms of the

contract must not be illegal or against public policy. For example:

e  Consumer Protection Laws: The contract must adhere to consumer rights laws, such as
ensuring proper disclosure of terms, providing warranties, and ensuring the right to return
or refund products in many jurisdictions.

e Intellectual Property: The contract must not violate intellectual property laws (e.g.,
selling counterfeit goods, or violating copyright or trademark rights).

e Privacy Regulations: If the contract involves the collection of personal data, it must

comply with privacy laws such as the GDPR in Europe or the CCPA in California.



For instance, if a seller is offering a product that is prohibited or illegal (such as counterfeit goods

or banned substances), the contract would be voidable or unenforceable due to its illegality.
4. Consent

For an online contract to be valid, the consent of both parties must be informed and voluntary.
This is crucial to ensure that neither party is forced or misled into entering the contract. Informed

consent means that the user understands the terms of the contract before agreeing to it.

In the online world, this is often achieved through mechanisms such as:

e Clickwrap Agreement: This is the most common method used in online contracting,
where users must explicitly click a button that says "I Agree" or similar, confirming their
acceptance of the terms and conditions before they can proceed with a purchase or
registration.

e Browsewrap Agreement: In contrast, a browsewrap agreement involves the user’s
acceptance of terms simply by using the website. While this is legally binding in some
cases, it can be more difficult to enforce as users may not be fully aware of the terms (e.g.,

if they don’t actively click an “I Agree” button).

The Consent process is closely linked with transparency. For instance, terms and conditions,
privacy policies, and refund policies must be presented in a way that is easy for the user to access
and read before giving consent. In practice, this means that websites are required to make such

information readily available (often via links or pop-ups), and users must acknowledge it.
Additional Considerations in Online Contracting

e Electronic Signatures: The Model Law of E-Commerce and various national laws often
provide for electronic signatures (e.g., digital signatures, clicking "I Agree") as valid
means of signing online contracts. Electronic signatures are legally recognized in many
jurisdictions as long as the signature is authentic and can be verified.

e Cross-border Contracts: E-commerce platforms operate globally, and online contracts

may involve parties in different countries. International laws, including conflict of laws



and jurisdictional issues, must be considered to determine which legal system applies and
how disputes will be resolved.

Automated Transactions: Many online platforms involve automated contracting
systems, such as online marketplaces, subscription services, and software platforms, where
contracts are formed automatically when a user interacts with the system. These
transactions are still subject to contract law principles, though they may involve different

mechanisms of offer and acceptance.

Enforcement of Online Contracts

Electronic Records: The enforcement of online contracts requires that electronic records
(emails, order receipts, etc.) be treated as valid evidence in court. If there is a dispute,
digital communications can serve as proof of the agreement between the parties.

Jurisdiction and Venue: Often, the online contract will include a clause specifying the
jurisdiction or venue where any disputes should be resolved, which is important for

resolving conflicts between parties in different locations.

Jurisdiction Issues in E-Commerce

In e-commerce, jurisdiction issues arise because transactions occur across different regions, often

involving parties in separate countries. This cross-border nature creates complexities in

determining which laws apply and how disputes are resolved. Here are the main challenges

surrounding jurisdiction in e-commerce:

1. Location of Parties

One of the most fundamental issues is the geographical separation of buyers and sellers:

Complexity of Applicable Law: When parties in different countries engage in an online
transaction, it can be challenging to determine which country’s laws should govern the
contract. For instance, a buyer in India purchasing from a seller in the United States might

face a conflict between Indian consumer protection laws and U.S. commercial regulations.



Cross-Border Transactions: Unlike traditional transactions, which typically occur within
a single jurisdiction, e-commerce often involves buyers and sellers in different regions,
each with distinct laws regarding commerce, consumer rights, privacy, and digital

transactions.

2. Consumer Protection

Consumer protection laws are designed to safeguard consumers’ rights, but these regulations vary

widely across countries:

Different Standards for Returns and Refunds: Countries may have specific policies
regarding refunds, product returns, and warranties. For example, EU countries have strict
consumer protection laws that allow consumers a 14-day "cooling-off period" to cancel
online purchases, while other countries may not offer such protections.

Jurisdiction and Consumer Rights: In many cases, consumers are granted legal
protections based on their own country’s laws, which can be in conflict with the seller’s
policies or local regulations. Resolving disputes in such cases may require applying the
laws of the consumer's location, which complicates cross-border transactions and can affect

the jurisdiction chosen for legal proceedings.

3. Choice of Law Clauses

To address jurisdictional ambiguities, many e-commerce contracts include choice of law or choice

of forum clauses:

Choice of Law: This clause specifies which country’s laws will govern the contract in case
of disputes. For instance, a U.S.-based e-commerce platform might include a clause stating
that U.S. laws govern all transactions, even if the buyer is located abroad.

Choice of Forum: In addition to specifying applicable laws, e-commerce contracts often
designate the location (jurisdiction) where disputes should be resolved. This could be the
country or state where the company is headquartered. However, enforcing such clauses can
be challenging if the consumer is in a different jurisdiction that has protections favoring

local resolution.



Challenges to Enforcement: Many countries limit the enforceability of choice of law
clauses, especially in consumer contracts, to ensure consumer rights. For instance, an EU-
based consumer may still be able to bring a case in their local court, even if the contract

specifies a foreign jurisdiction.

4. Enforcement of Judgments

Even when a judgment is reached, enforcing it across borders can be complicated due to

differences in legal systems:

Recognition of Foreign Judgments: Some countries-may not recognize foreign court
judgments without specific international agreements, making it difficult for parties to
enforce a judgment from one country in another.

Cross-Border Enforcement: Certain international treaties, like the Hague Convention on
the Recognition and Enforcement of Foreign Judgments, attempt to facilitate the
enforcement of judgments across borders. However, not all countries are parties to such
treaties, and limitations in.each treaty can affect the enforceability of e-commerce
judgments.

Alternative Dispute Resolution (ADR): Given the challenges of enforcing judgments
internationally, many e-commerce platforms encourage or require alternative dispute
resolution mechanisms like arbitration or mediation. These methods are often faster, less

costly, and can be designed to bypass some jurisdictional issues.

Digital Signature / Electronic Signature

In the context of e-commerce and digital transactions, digital signatures and electronic

signatures are both tools for authenticating documents and ensuring the security of electronic

communications. However, they have distinct technical and legal characteristics, as well as

different levels of security. Here’s a detailed overview of each:



1. Digital Signature

A digital signature is a specialized form of electronic signature that uses cryptographic
techniques to offer a higher level of security, authenticity, and integrity for digital documents and
messages. Digital signatures are often used in sensitive e-commerce, financial, and legal

transactions.

Key Components:

e Private and Public Key Cryptography: Digital signatures use a cryptographic method
involving a private key and a public key:

o Private Key: The private key is unique to the sender and is used to create the digital
signature on a document.

o Public Key: The corresponding public key is shared with the recipient, allowing
them to verify the authenticity of the signature.

o Authentication: Digital signatutes confirm that a document genuinely originates from the
stated sender. When a document is signed using the sender's private key, it can be verified
by the recipient using the public key, ensuring the document’s authenticity and that it hasn't
been tampered with.

o Integrity: Cryptographic hashing, part of the digital signature process, ensures the
document _remains unchanged. If the document is altered after signing, the hash will
change, invalidating the signature.

e Non-Repudiation: Non-repudiation means the signer cannot deny having signed the
document. Since digital signatures are unique to the individual’s private key, they serve as
evidence of the signer’s identity and intent.

o Legal Validity: Digital signatures are legally binding in many jurisdictions if they meet
specific standards, such as the Electronic Signatures in Global and National Commerce
(ESIGN) Act in the U.S. and the Information Technology Act, 2000 in India. These laws
recognize digital signatures as equivalent to handwritten signatures when compliant with

the specified standards.

Applications of Digital Signatures:



e E-Commerce Transactions: Used in e-commerce to validate contracts and agreements,
providing security for transactions.

o Financial Services: Digital signatures are widely used for banking and financial
transactions, ensuring secure and traceable operations.

o Legal Documents: Digital signatures allow legal documents to be signed and authenticated

electronically, streamlining processes that traditionally required physical signatures.

2. Electronic Signature

An electronic signature (e-signature) is a broader term encompassing any electronic method of
signing a document. Unlike digital signatures, which are cryptographically secure; electronic
signatures may not involve complex encryption methods. E-signatures are often used for less
critical transactions and may include simple methods like clicking an “I' Agree” button or typing a

name in a signature box.

Types of Electronic Signatures:

e Clickwrap Agreements: Commonly seen in online platforms, where users agree to terms
by clicking a button labeled “I Agree.”

e Typed Name Signatures: Users can type their name in a designated signature field to
indicate agreement.

o Biometric Signatures: Some electronic signatures use biometric methods, like fingerprints

or facial recognition, as a means of authentication.

Characteristics of Electronic Signatures:

o Convenience: Electronic signatures are simple and user-friendly, allowing for rapid
approvals or confirmations. This is particularly useful in e-commerce, where swift
transactions are essential.

e Variable Security: While electronic signatures offer convenience, their security depends
on the specific method used. Simple e-signatures, like checkboxes or typed names, may

not provide the same level of security as digital signatures.



o Legal Recognition: In many countries, electronic signatures are legally valid for specific

types of transactions, especially when they meet certain requirements. However, their

acceptability and strength as evidence vary depending on the country and the transaction's

legal requirements.

Differences Between Digital Signatures and Electronic Signatures:

Feature

Technology

Security

Legal
Status

Use Case

Digital Signature Electronic Signature

Uses cryptographic algorithms with private and May use a variety of . methods

public keys. (clickwrap, typed names).

Offers high security with authentication, Varies i security level based on

integrity, and non-repudiation. method used.

Legally valid if compliant” with standards Generally legally valid but may
(ESIGN Act, IT Act 2000, etc.). have limitations.

Ideal for high-stakes transactions (legal, Suitable for less critical approvals

financial, confidential documents). (agreements, forms).

E-Payment (Electronic Payment)

E-payment or electronic payment is a system that allows transactions to occur digitally over the

internet, bypassing the need for physical currency. It is a fundamental part of e-commerce, enabling

individuals and businesses to complete transactions quickly and securely. Here are some key

methods and benefits:

Key Types of E-Payment:

e Credit and Debit Cards: These are commonly used for online purchases and payments,

requiring card details and often secured with CVV codes or OTP (one-time passwords).



o Digital Wallets: Platforms like PayPal, Google Pay, and Apple Pay store users' payment
information securely, allowing for fast, one-click transactions without needing to enter card
details repeatedly.

e Cryptocurrency: Digital currencies like Bitcoin or Ethereum offer decentralized
payment options. These transactions are based on blockchain technology, providing both
privacy and security but can be volatile and are not universally accepted.

o Bank Transfers: Direct transfers from one bank account to another, which are often used

for larger purchases. Some e-commerce platforms also offer direct bank transfer options.

Advantages of E-Payment:

1. Convenience: Transactions can be completed quickly from any location with internet
access, eliminating the need for physical presence or currency.

2. Speed: Digital payments are usually processed in real-time, enabling immediate
transactions and often providing instant confirmation.

3. Security: Advanced encryption, tokenization, and other security measures protect sensitive

data, reducing fraud risks.

E-Banking (Electronic Banking)

E-banking or electronic banking refers to banking services offered through digital platforms,
enabling customers to perform a range of financial tasks remotely. E-banking services can be

accessed through websites, mobile apps, ATMs, or other electronic means.

Main Services in E-Banking:

e Online Banking: Allows users to access their bank accounts via a secure website or app,
where they can view statements, transfer funds, and make bill payments.

e Mobile Banking: Through mobile apps, customers can perform all key banking tasks on
their smartphones, including balance checks, money transfers, and bill payments.

e ATM Transactions: ATMs are a long-standing part of e-banking, allowing customers to

withdraw cash, deposit money, and check account balances without visiting a bank branch.



e Electronic Funds Transfer (EFT): This is a broad category for transferring funds from
one account to another electronically. Common EFT types include wire transfers, direct

deposits, and ACH payments (Automated Clearing House).
Benefits of E-Banking:

1. Accessibility: E-banking services are available 24/7, enabling users to access banking
functions any time without needing to visit a branch.

2. Efficiency: E-banking streamlines processes such as bill payments, funds transfers, and
account management, saving customers time and effort.

3. Security: With security measures like multi-factor authentication, encryption, and real-

time fraud detection, e-banking ensures the safety of users' sensitive financial data.



Service

Description

Dissertation

Comprehensive support for
dissertation writing,
including topic selection,

research, and structuring.

Research Papers

Assistance in creating well-
researched and professionally

written research papers.

Assignments Help with completing
assignments on various legal
subjects.

Notes Provision of detailed and

easy-to-understand notes to
aid study and exam

preparation.

Internship Diaries

Structured internship diaries,
detailing daily activities,
learning experiences, and

reflections.

Internship Certificate

Guidance on obtaining and
drafting internship
certificates for

documentation purposes.

Plagiarism Report

Provision of  plagiarism
reports to ensure content

originality and authenticity.

Memorials

Assistance in drafting memorials
for moot court competitions,

following professional standards.
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